





The Church Committee also found that COINTELPRO-style FBI operations
were in use well before COINTELPRO was launched. They went back as far
as the 1920s when agents were charged with rounding up “anarchists and
revolutionaries” for deportation.

What's more, as the Watergate scandal of the early 1970s was to show,
extralegal practices and abuses of governmental power did not end with
COINTELPRO. On the heels of Watergate, therefore, Congress passed the
Privacy Act of 1974.

The Privacy Act established a Code of Fair Information Practice, one of
the first legislative attempts to delineate and curb the government’s
surveillance powers. The code sets rules on the collection, maintenance,
use, and dissemination of personally identifiable information about
individuals contained in the records by federal agencies. The act also
requires agencies to publish in the Federal Register public notices of
their systems of records. It sets forth various agency record-keeping
requirements. And it provides the means by which individuals can get
access to their records and amend them.

The Justice Department, too, was clamping down. In 1976 it issued a set
of Attorney General Guidelines for FBI activities. These were aimed at
preventing the FBI from doing open-ended surveillance and information
collection on individuals unless there is an allegation of criminal activity. The
original guidelines forbade the FBI from searching even publicly available
information, such as newspapers, or from visiting public places or attending
public events to conduct surveillance on individuals — again, unless there
was a criminal allegation — but those restrictions were lifted in May 2002 as a
result of the 9/11 attacks.?

The Church Committee’s revelations about COINTELPRO spawned further
enactments imposing new privacy protections and greater oversight of
intelligence activities. Those actions included:

+ Passage of the Foreign Intelligence Surveillance Act (FISA) of 1978, which
set limits on the conduct of electronic surveillance. FISA required, and
still requires,an order from a special FISA court before the government is
permitted to conduct electronic surveillance on a U.S. resident. The
court’'sproceedingsaresecretandFISAtargetsarenevermadeawareofthe
surveillance. It was FISA that erected the so-called “wall of separation”

that limited the sharing of information between agents involved in
criminal investigations and agents involved in intelligence gathering.

Issuance of Presidential Executive Order 12333,in December 1981,which
prohibited foreign-intelligence agencies, including the CIA, NSA, and
intelligence groups within the Defense Department, from collecting
intelligence on U.S. residents. This was on top of a provision in the
National Security Act of 1947 that already prohibited the CIA from
doing domestic intelligence work.

Enactment,in 1986, of the Electronic Communications Privacy Act (ECPA),
which sought to extend government restrictions on wiretaps to include
transmissions of electronic data by computer. (Congress and private
industry are currently collaborating on ways to update ECPA to bring it
into line with societal changes brought on by the Internet.)

Strengthening the role of inspectors general in the executive branch,
andenlarging theroles of general counselsatthe CIA,FBI,DOD,and NSAin
assessing the propriety of information-gathering activities.

.

Bestowal on overseers in both Congress and the executive branch of
greater access to information than was the case before the mid-1970s.3

Thus, despite the absence of an explicit right to privacy in the Constitution,
a solid body of custom and law has come to constitute the near equivalent.

The New World Since 9/11

The attacks of September 11,2001, subjected all this history to reexamina-
tion. They prompted fierce debates, gave rise to new laws and regulations,
and caused many people to readjust their views on privacy and security
and the tensions between the two. The post-COINTELPRO, post-Water-
gate, post-Church Committee measures underwent substantial rollbacks.

A prime target was the now-notorious “wall of separation”that was widely
suspected of having hindered early discovery of the 9/11 attacks. The chief
vehicle was the USA PATRIOT Act (Uniting and strengthening America by
providing appropriate tools required to intercept and obstruct terrorism),
passed by overwhelming bi-partisan majorities of both houses of
Congress and signed by President George W.Bush on October 26,2001.

Key laws changed by the Act included FISA and ECPA, and other laws such
as the Money Laundering Control Act of 1986, and the Bank Secrecy Act of
1970. The sharpening of anti-terrorist programs was to come by loosening
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restrictions on surveillance of persons and financial transactions inside as
well as outside the U.S., and by facilitating easier and faster exchanges of
information among various law-enforcement and intelligence authorities.

The Act also included a number of sunset provisions that were set to
expire on December 31, 2005. Long before then, however, the Act had
become highly controversial, with civil libertarians on one side and
security-minded groups on the other. Several legal challenges were
brought against the Act,and federal courts did rule that a number of pro-
visions were unconstitutional. Congress was embroiled with attempts by
some to make sure that the sunsetting provisions were not reauthorized,
and by others to make sure that they were. In the end, they were extended
for five more years, but not without certain changes to strengthen civil
liberties protections.

On May 26, 2011, President Barack Obama signed a bill extending three
key provisions of the PATRIOT Act for an additional four years. These
related to roving wiretaps, searches of business records, and surveillance
of“lone wolves” — individuals suspected of terrorist-related activities, but
not linked to terrorist groups.

FISA, meanwhile, apart from the surgery it underwent in the PATRIOT
Act, was also at the center of yet another imbroglio. This one involved a
top-secret NSA program of warrantless surveillance on foreign terrorist
suspects who would also occasionally communicate electronically with
U.S.residents. It was top secret, that is, until the New York Times revealed
it in a front-page story in December 2005.

Today, the results of all the post-9/11 contretemps are distilled in reports
and initiatives emanating primarily from the Department of Homeland
Security and the Department of Commerce.

The DHS Privacy Office, for example, is the first privacy office in any federal
agency to be required by law, in this case by the Homeland Security Act
of 2002. It is headed by a Chief Privacy Officer who is responsible for
ensuring that technologies used by DHS “sustain and do not erode” privacy
protections relating to the department’s collection and use of personal
information; for ensuring that the department complies with the fair infor-
mation practices set out in the Privacy Act of 1974;for evaluating legislative
and regulatory proposals involving the use of personal information by

JULY 22, 2004

The 9/11 Commission issued its final
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the federal government;and for conducting privacy impact assessments
of proposed rules at the department. The Chief Privacy Officer is
also charged with managing implementation of the Freedom of
Information Act (FOIA) at the department.

The Privacy Officer is assisted by a Data Privacy and Integrity Advisory
Committee. It has 16 members drawn from government, academe, and
industry. Industry representatives include individuals who hold or have
held senior positions at security-technology companies like Barquin In-
ternational and Gemalto; large IT companies like CA Technologies, IBM,
Intel, Microsoft, and Oracle; and the large manufacturing enterprise
Caterpillar, Inc.

One very specialized aspect of DHS's work is centered in the United States
Secret Service, which, while popularly viewed as the protective detail for the
President and others, actually has much broader responsibilities. Its original
and still current mandate is to fight the counterfeiting of U.S. currency
and to investigate instances of major fraud. But the latter charge takes the
Secret Service deep into the cybersecurity field. It has been designated
as the primary federal agency tasked with investigating identity theft and
computer fraud. This role brings the Secret Service up against credit card
fraud, access-device fraud, check fraud, bank fraud, false-identify fraud, and
passport and visa fraud. These include some of the fastest growing and
often the most serious of economic crimes.

Another DHS agency that has navigated the tumultuous waters of
privacy and security is the Transportation Security Administration (TSA).
Since its creation in the wake of the 9/11 attacks, TSA has established and
revised procedures to protect the U.S. transportation system — particu-
larly for air travel - while remaining sensitive to personal privacy issues.A
major uproar during the 2010 Thanksgiving holiday over the use of X-ray
scanners capable of generating images of a person’s body under their
clothes brought TSA's policies to the forefront of the privacy/security
debate. TSA had to balance the security advantage of the devices, which
can quickly scan passengers for materials that are otherwise difficult to
identify, with the privacy concerns of some passengers. As late as June,
2011, TSA was still revising and evolving its passenger screening in the
face of highly publicized searches of infants and the elderly.

JUNE 2006

The New York Times reported that the CIA and U.S. Treasury were
accessing and searching the major international financial transaction
database, SWIFT, in Belgium. American officials stated that the
searches were integral to combating terrorist finance networks and that

privacy precautions were taken; privacy advocates argued that the

report. In a section on privacy and civil
liberties, the report called for the
president to safeguard the privacy of
individuals during government-private
sector information sharing,
for the executive branch to maintain
a burden of proof for the necessity of
governmental power, and for the
creation of the Privacy and
Civil Liberties Oversight Board

DECEMBER 17, 2004

President Bush signed the Intelligence Reform [—|
and Terrorism Prevention Act. In addition to
creating the Director of National Intelligence and
the Information Sharing Environment, the Act
allowed the government to apply to FISA courts
for surveillance of “lone wolf" foreign terrorists
not affiliated with any organization
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The Commerce Department also confronted the issue, recently releasing

two major strategy documents dealing with cybersecurity were recently
issued:

+ The National Strategy for Trusted Identities in Cyberspace defines and
promotes an “identity ecosystem” that it says supports trusted online
environments. The ecosystem is said to be an environment “where
individuals, organizations, services, and devices can trust each other
because authoritative sources establish and authenticate their digital
identities.” Again, a number of private-sector technology companies
are key participants.

A report — Cybersecurity, Innovation, and the Internet Economy — is
the product of the department’s Internet Policy Task Force, consisting of
expertsfromnumerousprivate-sectorcompaniesaswellaskeygovernment
policy-makers. Commerce Secretary Gary Locke cited their work as “an
extraordinary example” of government and private-sector collaboration.

Collaboration and information sharing also became a very big (and
related) deal after the attacks of 9/11. Big enough that in 2004 Congress
passed the Intelligence Reform & Terrorism Prevention Act (IRTPA).

IRTPA did two things to be noted in the context of this monograph: First,
it followed a recommendation of the 9/11 Commission and established
a special unit within the government — the Privacy and Civil Liberties
Oversight Board — to monitor and report on issues surrounding privacy
protections as the government pursues policies and programs to defend
national security. In the seven years since its creation, however, neither
the Bush nor the Obama administration has appointed the board’s full
complement of five members, drawing criticism that the board’s work is
not “being discharged seriously.”*

The second thing IRTPA did was set up an organization, called the
Information Sharing Environment (ISE). The ISE is charged with gathering
the work of information analysts and operational experts from across
several spheres: law enforcement, public safety, homeland security,
intelligence, defense, and foreign affairs. Its mission is to foster
collaboration and information sharing across those spheres,and“mission
partners” are private-sector organizations together with state, local,
tribal, and federal agencies. These are called upon to develop and

NOVEMBER 2006 -

DHS and DOJ partnered to launch the Fusion
Center Initiative, a program designed to facilitate

information sharing to prevent terrorism. Some
civil liberties advocates worried that the fusion
centers could lead to aggressive collection of
personal information and the centralization of

personal data from law enforcement, the military,

and the private sector

“ JANUARY 2007

TJX, owner of discount retailer chains
such as T.J. Maxx and Marshalls,
announced the theft of at least

from its computer system. The Secret
Service, tasked with i into

45 million credit and debit card numbers
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implement the technologies and processes that enable end-to-end
information sharing in support of counterterrorism.

While effective information sharing is a crucial element of the post-9/11
counterterrorism reforms, it has increased the tension between privacy
and security. Information sharing initiatives such as fusion centers
- collaborative counterterrorism entities composed of state, local,
federal, and private law enforcement and intelligence agencies -
worried some privacy advocates who fear the concentration of domestic
intelligence gathering capabilities without sufficient oversight and
accountability. Another important issue was the degree to which the
private sector should be obligated to share its own relevant security
information with the government.

The Obama administration emphasized the latter in its 2011 Interna-
tional Strategy for Cyberspace, which calls for increased collaboration
between the public and private sectors to identify breaches in network
security. Congress has also considered legislation proposing increased
government access to commercial data in order to improve national
security. This remains a difficult issue, and, despite whatever oversight
and assurance the government provides, the very idea of government
possession and use of proprietary data still tends to raise eyebrows in
corporate executive suites.

In other respects, some in the private sector see the results of the push
for information sharing to be a mixed bag so far. “Horizontal information
sharing has been vastly improved since 9/11,” says Scott Price, a vice
president at General Dynamics Information Technology, “and America is
much safer as a result. The greater risks now are the pop-up and ad-hoc
attacks. Protecting against those requires better vertical information
sharing — going from an intel agency to, say, a law-enforcement agency
to a local town or municipality. And in that area of vertical information
sharing, there is still a lot of work to do.”

Steve Bucci, a cybersecurity consultant with IBM Corp. contends that
information sharing is still essential. “It's now part of an iron triangle,”
he says. “Each point of the triangle — privacy, security, and information
sharing — is enabled by the other two, and each one is, at the same time,
in conflict with the other two. The question is, how do we achieve the
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NOVEMBER 2010

The use of backscatter X-ray scanning devices
- machines that can create a revealing, full-
body image of a traveler - at airports drew criti-
cism from civil libertarians who argued that the
devices represented an invasion of privacy

AUGUST 3, 2007

President Bush signed the 9/11 Commission Act.
The Act required DHS to establish civil liberties
and privacy guidelines for fusion centers and

identity theft and credit card fraud,
played an important role in the
apprehension of the culprit
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formalized reporting and monitoring of
civil liberties and privacy issues within DHS
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balance that we so badly need? | do believe that the resolution of this

Gordian knot is one of the keys to having working cybersecurity in a re-
public with a capitalist economy like ours and those of our main allies.”

However challenging that Gordian knot may be, there are private
sector leaders who express confidence that they have the knowhow to
cut through it.

John Matchette, for example, an executive director at Accenture,
says the firms he has worked with in the security field “are fully
capable of devising and executing systems that comply with all
privacy regulations and laws. That's certainly a given for us.”

What is becoming something of a mantra among industry participants
in the security field is the phrase “privacy by design.” Harriet Pearson,
vice president, security counsel & chief privacy officer at IBM and a
prominent evangelist for the idea, describes privacy by design as
“a comprehensive roadmap for how, at all levels of the IT stack,
from infrastructure to applications, we can embed privacy-enabling
capability into our technology during the design stage.”

It's Not a Brave New world, It's a Bad New World

Those were the words of Howard Stringer, CEO of the Sony Corporation,
in May 2011 after a Sony database containing the personal accounts
of 100 million PlayStation users was hacked. It was just one of many
cyber attacks, including some that even breached military firewalls,
that alerted the world to threats of a radically different nature than
those that pertained in 1947 when the National Security Act was
formulated.

Today's analogue to 1947 may well be the White House’s International
Strategy for Cyberspace. It talks about protecting “prosperity, security,
and openness in a networked world.” Its basic rationale is that
“activities undertaken in cyberspace have consequences for our lives
in physical space.” Thus, it says:

Our strategy marries our obligation to protect our citizens and inter-
ests with our commitment to privacy. As citizens increasingly engage
via the Internet in their public and private lives, they have expectations
for privacy: Individuals should be able to understand how their per-
sonal data may be used, and be confident that it will be handled fairly.
Likewise, they expect to be protected from fraud, theft, and threats to

PRIVACY &
SECURITY

personal safety that lurk online — and expect law enforcement to use
all the tools at their disposal, pursuant to law, to track and prosecute
those who would use the Internet to exploit others. The United States
is committed to ensuring balance on both sides of this equation.

That is the goal. But much work remains to be done. Take, for example,
the Internal Revenue Service (IRS), the custodian of detailed personal
information on 140 million U.S. tax filers. The inspector general for tax
administration in the Treasury Department recently reported that“some
of the 2,200 databases that the IRS uses to manage and process taxpayer
data are not configured securely, are running out-of-date software, and
no longer receive security patches.” The report was based on the testing
of 13 IRS databases.

In sum, society is involved in a hunt, to use a metaphor favored by
Harriet Pearson at IBM. “It is a hunt,” she says,“for a new norm in our
country. It comes with the advent of social networking, technologies,
and the vast amount of data now available to each of us. That new
norm can be expressed in new laws; it can also be expressed simply
in terms of what people expect. And that’s where we are as a society
right now — figuring out what it means to post something on a so-
cial media site and expect that when it comes to a decision that really
matters to you — like being hired or being screened for air travel
— that information about you will be treated in a thoughtful and
accountable way.”

Success in the hunt, as measured by prosperity as well as safety, will
depend on continuing this conversation about privacy and security.

Our 21st Century curtains, shades, moats, and walls are to a large extent
now digital, as are the siege weapons being deployed by those who
would do us harm. And so, as a free society that values both, the search
for balance between privacy and security will always be with us.

The Homeland Security & Defense Business Council (HSDBC) works to ensure that
the perspective, innovation, expertise and capabilities of the private sector are
recognized, respected and integrated with the public sector.The 9/10/11 Project
has called upon critical thought leaders and subject matter experts, including the
chief writer for this monograph, William Dunne. For more information on the
Council’s 9/10/11 Project visit: www.homelandcouncil.org/91011-Project.html
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