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February 26, 2010 
 
The Honorable Secretary Janet Napolitano 
U.S. Department of Homeland Security 
Washington, D.C. 20528 
 
Dear Secretary Napolitano, 
 
The Homeland Security & Defense Business Council is cognizant of your priority to 
build a strong and vibrant “One DHS” and is anxious to work with you and your 
team to achieve that goal as effectively and efficiently as possible.  In addition to our 
input to the Quadrennial Homeland Security Review (QHSR), the Council’s Thought 
Leadership Committee, with input from our Board of Directors, has developed a 
discussion paper focused on some of the challenges surrounding federal contracting 
and procurement. 
 
The members of the Council represent the vast majority of the major contractors to 
the U.S. Department of Homeland Security, and we are eager to begin a dialogue 
with you and your leadership team to address the challenges identified in this piece, 
and to develop more of the opportunities in the homeland security marketplace to 
the benefit of the Department and the nation. 
 
Over the course of the last year, the Council surveyed our entire membership, 
discussed the commonalities that emerged, and developed the enclosed platform for 
review and discussion.  We believe that there are a number of significant challenges 
that collaboratively could be improved and enhanced through an open, structured 
dialogue, to the benefit of both the Department and the contracting community.   To 
that end, this is the first in a series of discussion papers that we would like to engage 
with you on, and provide a venue for further exploration.  We recognize that there 
will be issues of vital concern to you that also need an open and frank discussion, 
and the members of the Council stand ready to begin a substantive and productive 
engagement.  This is the key reason why the Council was organized five years ago. 
 
We invite you to start this conversation with us and propose to host a forum this 
spring to build on what was began with your predecessors in establishing a fruitful, 
open, frank ongoing dialogue.  We welcome your thoughts and ideas on such a 
forum and how we may open the channels of communication expeditiously.   
 
 
 



 

 
 
The mission of the Homeland Security & Defense Business Council is to ensure that 
the perspective, innovation, expertise and capabilities of the private sector are fully 
utilized and appreciated in the planning and execution of our nation's security.   
Shortly after the September 11, 2001 attacks on our nation the Council was formed 
to provide a non-partisan, “safe” environment for government and industry to 
engage and discuss the challenges facing our newest federal agency and the new 
threats posed to our nation’s safety and security. 
 
We appreciate and acknowledge the vast number of challenges you face.  Members 
of the Council have made homeland security both their personal and professional 
mission and stand ready to work with you to achieve your mission of a safer, more 
secure and resilient nation. 
 
We look forward to working with you and your team in tackling these and other 
common issues of concern. 
 
 
Respectfully, 
 

 
Marc A. Pearl  
President and CEO 
 
 
Enclosures:   
Platform Document on Federal Contracting 
Members of the Council 
 
cc: Jane Holl Lute, DHS Deputy Secretary 
Jan Lesher, DHS Chief of Staff, Operations 
Noah Kroloff, DHS Chief of Staff, Policy 
Elaine Duke, DHS Under Secretary for Management 
David Heyman, DHS Assistant Secretary, Policy 
Douglas Smith, DHS Assistant Secretary, Office of the Private Sector 
HSDBC Board of Directors 
 
 
 



 

 

 

Council Principles on Federal Contracting and Procurement:   

How do we Best Achieve Strategic Alignment Between Industry and 
Government? 

The Homeland Security & Defense Business Council was formed to drive awareness, 
understanding and dialogue among those responsible for supporting the security of our 
nation.  The nation’s leading companies engaged in providing the products, technologies, 
and services solutions to the homeland security marketplace participate in the Council.  We 
are committed to creating a strong public-private sector business process and substantively 
engaging the leading executives in industry and government to meet the nation’s homeland 
security requirements.   

Six years after the creation of the U.S. Department of Homeland Security, and eight 
years after 9/11, the Council believes that we have not yet optimized and 
operationalized the relationship between the public and private sectors in order to 
sufficiently leverage industry’s full resources to meet the needs of the department 
and the nation.  For example, the lack of a predictable homeland security 
acquisition environment hampers industry’s ability to anticipate 
government needs and efficiently marshal resources to meet them.  This and 
other differences in perspective between government and private industry 

prevent our nation from achieving our security objectives in the most 
effective way possible.    

The Council and its members desire to develop a forum to promote a 
substantive and open dialogue between the department and industry that 
will help us align our activities to strengthen support to the DHS mission and our nation’s 
overarching homeland security requirements.   Optimally, Congress should also become a 
full participant in those aspects of the dialogue that require legislative oversight. Possible 
discussion points that will help ‘jump start’ a dynamic and healthy dialogue are outlined 
below.  Government leaders will likely have additional topics of interest, which can also 
become part of the discussion.   

 Discussion Points 

NEED FOR A MID- AND LONG-TERM STRATEGIC PLAN THAT WOULD PROVIDE INDUSTRY WITH 

THE ABILITY TO ALIGN ITS RESOURCES TO THE MISSION GOALS OF THE DEPARTMENT 

Industry makes business, planning and investment decisions based on developing and 
growing long-term capabilities.  The U.S. Department of Homeland Security strategic 
plan would allow industry to align its resources and investments to meet the longer-
term goals and needs of the Department.  Lacking such a strategy severely limits the 
ability of interested companies who want to respond to the Department’s needs and 

Optimal Alignment: Transparent 
Communication & Information Sharing 

Among Stakeholders 



 

limits industry’s investment in the homeland security mission area. The Department 
should also consider its influence on companies that service the state and local market.  
Many of these companies tend to be small, privately owned entities with limited 
resources who are funded through DHS grant dollars.  A focused strategy should reflect 
requirements that can be passed down through procurement documents to ensure 
service and product providers offerings are in line with DHS’s global mission. 

 Develop a mechanism, or clear “rules of engagement” that would allow industry 

input in an open, transparent manner.  

Industry is ready and able to engage to meet the opportunities and challenges within 
the Department; however, all participants must understand and adhere to “rules of 
engagement” that optimize input and exchange between the public and private sectors.  
The more complex the procurement, the more critical is the need for an open 
information exchange.  Industry input is essential to help refine and calibrate 
requirements to match mission objectives and achieve mission goals. 

 Improve the efficacy of the procurement planning process to optimize the 

private sector’s ability to respond. 

Industry needs planning time to align its resources in order to effectively and 
adequately respond and to assure its capabilities meet and exceed the Department’s 
requirements.  Developing a mid- and long-term strategic plan would offer industry 
more lead time so that the Department receives the highest quality bids or options.   

 
CONTINUE TO STANDARDIZE AND RATIONALIZE THE ACQUISITION AND PROCUREMENT PROCESS  

 Continue to utilize Department -wide vehicles. 

Combining almost two dozen agencies with different processes and cultures to form a 
new Department has resulted in many different operating missions and cultures.  This is 
particularly challenging for small companies that bring innovation and capability, but 
lack the marketing resources to operate across disparate functions within an 
organization.  This disadvantage is magnified when having to compete against large 
entities with sizable marketing teams focused on each agencies organization.  For 
industry to provide the best products, technologies and services to the Department, we 
strongly support a strategy leading to a more centralized standardized process. 

 Recognize and address the need for a higher quantity and quality of contracting 

personnel who understand the “rules of engagement” well enough to 

communicate both pre - and post- award.  

A procurement or acquisition experience is often as good as its contracting officer.  In 
many members’ experience, the more senior contracting officers tend to provide 
maximum interaction.  These senior officials communicate more openly and add to a 
constructive “back and forth” between government and industry.  The lack of 
contracting officers in general, has complicated and frustrated both potential and 
winning contractors.  Additionally, without adequate understanding of the appropriate 
interaction between industry and government, contracting officers without experience 
tend to err on the safe side and have no interaction at all.  This severely hampers the 
process and outcome of many acquisitions and procurements.  



 

 Address issues and complications surrounding the security clearance process.  

As everyone involved in the security clearance process recognizes – the lack of 
standardization and reciprocity among DHS components causes significant delays, 
impacts award fees, and project performance.  Consider in the context of small 
businesses that the cost of multiple clearance processes becomes prohibitive and the 
agency loses the ability to transfer best practices, technology and talent across multiple 
organizations.  A uniform reciprocity should be developed for internal DHS components.   

 

OPTIMIZING THE DIALOGUE 

 Leverage private sector resources to help achievement mission success – 

aligning the Administration’s mission with congressional concerns and with 

industry capabilities.  

Industry understands that it engages and operates in an environment where both 
operational and political considerations alter the course of events.   The Council 
supports developing an open, free-flowing dialogue between the Department, the 
Congress, and industry that discusses how to better prepare for our role in the defense 
and protection of our nation’s people, facilities, borders, and networks.  This dialogue 
should expand beyond the federal contractor community into local business 
organizations that can influence community behavior in line with national interest. 

 
PARTICIPATE AND SUPPORT PROGRAMS TO ENCOURAGE AND ENHANCE MUTUAL 

UNDERSTANDING AND COOPERATION 
 
In addition to the initiatives outlined above, the Council is interested in working with DHS 
in developing an exchange program to improve the management abilities and technical and 
professional competencies of DHS employees.  A professional exchange program would 
offer the Department first-person insight into the philosophy, procedures and practices of 
industry.  The exchange would also offer public sector professionals an opportunity to fully 
examine industry policies and processes, as well as learn first-hand, how industry addresses 
contracting and procurement issues – acquiring the ability to interpret the needs of the 
Department in industry terms.  By studying the best practices of industry, government 
professionals are able to bring new knowledge, understanding, and empathy back into the 
Department to then improve its processes.  Obtaining such direct insight and experience is 
currently unavailable in DHS.  The process is also extremely beneficial to industry, which in 
turn receives the unique perspective and experience of the DHS professional. 
 
 

 


