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THE 20/20 PROJECT ON 

THE HOMELAND  
SECURITY ENTERPRISE

The Project’s first two reports established a baseline 
assessment of the Department of Homeland Security’s 
(DHS) core management and mission challenges and 
the significant progress made since its establishment. 
This included a review of how former DHS Secretary 
Jeh Johnson’s Unity of Effort1 initiative could contribute 
to strengthening the HSE and achieve greater mission 
effectiveness and efficiencies. Over the course of the 
remaining three years of the Project, the Council will 
use this baseline to assess further progress made and 
challenges overcome by the Department and across the 
entire HSE. It is our hope the Project’s data collection, 
analysis, information sharing, and recommendations will 
encourage greater communication and actionable steps 
that will help the entire HSE build more effective and 
sustainable interactions to achieve the homeland security 
mission.

To preserve anonymity, we do not attribute responses 
or perspectives to specific individuals or provide a list of 
participants. Readers can download copies of this and 
prior reports at homelandcouncil.org/2020-project.

The Homeland Security & Defense Business Council’s 
five year long 20/20 Project on the Homeland Security 
Enterprise embraces the dual concept of 20/20 clarity 
of vision and the importance of the year 2020 - the year 
before the 20th anniversary of 9/11. In partnership 
with our member and pro bono Project manager, Grant 
Thornton LLP, the Project employs annual surveys, one-
on-one interviews, small focus groups, and the Council’s 
National Conversations to collect and offer in-depth 
insights and unique perspectives from current and former 
government officials and industry executives. The goals 
are to encourage government and industry to examine 
the continuing challenges facing the Homeland Security 
Enterprise (HSE), identify and share best practices, develop 
actions to effectively and efficiently achieve mission 
success, regularly assess the progress being made and 
strengthen engagement between the two sectors. 

Launched in 2015, the 20/20 Project’s forums are designed 
to provide both government officials responsible for the 
homeland security mission and their industry counterparts, 
who comprise the Homeland Security Industrial Base 
(HSIB), with insights and actionable recommendations on 
the processes, programs, and policies that contribute to the 
nation’s security and resilience. 

• Homeland Security Enterprise 
(HSE) – The entities – comprised 
of federal agencies (including, 
but not limited to DHS, DoD, 
DoJ, Energy, State, HHS and the 
Intelligence Community), state 
and local government agencies, 
global partners, academia, 
civil society, and private sector 
companies – that work together 
to accomplish the homeland 
security mission.

• Homeland Security Industrial 
Base (HSIB) – The private sector 
companies that provide the 
technology, service, and product 
solutions essential to support the 
HSE and the homeland security 
mission.

• Innovation – The implementation 
of a new or significantly 
improved product (good 
or service), process, or 
organizational method in mission 
and business practices or 
organization. An innovation must 
be novel, either by being entirely 
new in the current mission or 
business context or a significant 
improvement, but may already 
be in use elsewhere.

KEY

1 https://homelandcouncil.org/2020-project/ 
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Building on the foundation established by his predecessor, 
John Kelly, in his first public address as Department of 
Homeland Security (DHS) Secretary, called for a “Unity 
of Effort on steroids.” The Council and its members took 
those words to heart as we framed the 2017 report of the 
20/20 Project. We focused on the “business of homeland 
security,” the value the Homeland Security Industrial 
Base brings to the mission, and how both government 
and industry can achieve better alignment of processes 
and integrate innovation in order to build a more effective 
and efficient Homeland Security Enterprise (HSE). During 
the spring and summer of 2017, we collected insights 
directly from HSE leaders, primarily within DHS, on the 
progress made since the Unity of Effort initiative was 
started; looked at the continuing obstacles to greater 
collaboration between government and industry in 
advance of and throughout the acquisition process; and 
asked our participants about the challenges that must be 
overcome to bring innovative processes, management tools, 
technology, and other products into the mission space. 

Our one-on-one interviews, small focus groups, and 
extensive online survey sought out the perspectives of 
industry executives in the Homeland Security Industrial 
Base (HSIB), former senior government officials now in the 
private sector, and current government officials engaged 
in the homeland security mission. We examined the 
responsibility, accountability, and challenges faced by the 
government and the HSIB to identify better methodologies 
to engage with one another to achieve mission success, 
and explored how innovative processes and technologies 
could better support the HSE mission. Participants were 
asked to consider the following questions: Is the value of 
the HSIB being successfully leveraged? To what extent have 

both sectors recognized their individual and collective role 
and responsibilities in achieving greater mission success? 
How can the HSE leverage innovation more successfully?

We present our findings in five primary sections discussing 
the value and contributions of the HSIB; responsibilities 
of the HSIB and government within the HSE; obstacles 
to maximizing alignment between the government and 
HSIB; and leveraging innovation to support the homeland 
security mission. In addition to sharing input we received, 
we also present a set of actionable recommendations 
on topics and challenges that representatives from all 
three participant groups repeatedly brought up in the 
focus groups and interviews – admittedly from different 
perspectives. The recommendations do not require 
legislative or regulatory fixes. They are tangible, actionable 
(in some cases, behavioral) steps enabling all parties to 
build on progress to date to further enhance alignment 
between the HSIB and government to support the 
homeland security mission.

This year’s 20/20 Project report presents insights and 
perspectives from industry executives, former government 
officials, and current government officials who are or 
who have served in the HSE. We convened seven focus 
group discussions, held numerous one-on-one interviews, 
and administered an online survey to current and former 
government officials and industry executives associated 
with the homeland security mission. In total, more than 
200 individuals participated, including current and former 
senior government officials from DHS and other HSE 
agencies; and senior executives from companies that 
support the HSE. 

INTRODUCTION TO 

THE 2017 REPORT
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CHAPTER 1 

THE VALUE OF THE HSIB  
WITHIN THE HSE

We asked industry and government focus group 
participants to help define the nature of those capabilities 
– in other words the “value” – the HSIB can and does 
provide within the HSE. Participants observed the HSIB (1) 
contributes an informed, comprehensive view of the HSE 
to the federal government, including an understanding 
of multiple components and how they contribute to the 
enterprise as a whole; (2) accesses and adapts capabilities 
from the commercial sector that take advantage of rapidly 
changing technologies (current government officials cited 
cybersecurity as an example); (3) possesses an agile and 
experienced workforce bringing necessary knowledge, 
skills, and abilities to government clients when needed; (4) 
regularly lends an independent and expert lens through 
which to understand and evaluate risk; and (5) has an 
understanding of accountability for performance as well 
as an appreciation for incentives for generating better 
performance.

Participants in our industry and government focus 
groups noted that much of the expertise and agility 
brought by the HSIB derive from their efforts to thrive in 
a competitive marketplace – focused on minimizing costs 
while maximizing efficiency and performance. Further, the 
understanding of end-to-end production – from concept to 
delivery to implementation – was highlighted as enabling 
the HSIB to provide innovative solutions to government 
more effectively and efficiently. 

Federal agencies in the HSE receive critical support 
from the HSIB including technologies, products, and 
services. Our 2017 survey examined the HSIB’s value 
to the homeland security mission. To what extent 
does the HSIB deliver valuable, mission-essential 
support to the HSE that is not readily available within 
government – at least not at reasonable cost or with 
available government staff? 

Our online survey asked about the importance of the HSIB 
within the HSE. Government officials for many years have 
consistently said that management and mission support 
challenges have significant impact on their agencies’ 
ability to achieve mission success. This year, 82% of the 
current government officials who participated in our online 
survey indicated that management and mission-support 
challenges impact mission performance. In meeting these 
challenges, 63% of current government officials reported 
that they place critical or substantial reliance on the HSIB 
in achieving their mission.

Participants were then asked about the value the HSIB 
provides to the overall homeland security mission. The 
online survey asked participants how they felt about the 
following statement: “The HSIB brings unique capabilities 
and/or innovations not found in government to support the 
mission.” Eighty-four percent of participants from across 
all three groups indicated that they agree or strongly 
agree with that statement. Fifty-one percent of former 
government officials now in the private sector strongly 
agreed with this statement – the strongest response among 
the three groups polled.
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• The HSIB provides essential 
technical and mission support 
within the HSE.

• The HSIB contributes unique 
capabilities, expertise, and 
experience in support of the 
homeland security mission, and 
can deliver innovative products 
and services not readily found in 
government.

• The government recognizes 
its reliance on the HSIB for 
technologies, services and 
products to support the mission.

• The HSIB’s experience within 
the commercial sector and in 
working with other successful 
enterprises is relevant to many 
government processes.
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The government relies on the capabilities the 
Homeland Security Industrial Base brings to the 
Homeland Security Enterprise. While the public 
ultimately holds the government accountable for 
providing for our security, those expectations also 
flow down to the HSIB, directly and indirectly. How 
well does the HSIB exercise its responsibility and 
accountability in its relationship with government? 
What can industry do better (or differently) to help 
the government achieve success – particularly within 
the acquisition lifecycle?

The online survey responses from industry executives 
and former government officials now in the private sector 
present a more positive view of HSIB accountability than 
do current government officials. More than half (56%) of 
current government officials surveyed were undecided 
or disagreed with the assertion that industry exercises 
appropriate accountability in supporting the mission. 
Conversely,  87% of industry executives and 72% of former 
government officials agreed or strongly agreed, indicating 
a significant difference of perception, suggesting that 
the HSIB needs to do more to realize the high standards it 
aspires to. 

When asked what can be done by the HSIB to improve 
collaboration with the government in support of the 
homeland security mission, both the current and 
former government officials cited “building trust” as 
the cornerstone. At the same time, several government 
participants indicated that industry’s behavior during 
procurements sometimes contradicts industry’s stated 
desire for greater collaboration and dialogue. They cited 
unrealistically low-priced bids and too-narrow focus on 
specific RFP requirements—often followed by protests—as 
undercutting HSIB’s calls for more flexible and innovative 
procurement processes. Government participants also 
cited excessive protests, some of which are perceived as 
being frivolous, as a source of risk and frustration that 

ultimately inhibits trust building between the sectors. They 
want to see the HSIB use protests more responsibly and 
not resort to them as a standard element of the acquisition 
process (more on this in Chapter 4).

Many current government officials, as well as many 
industry executives, indicated the HSIB has an obligation 
to act as a trusted partner, whose interactions with 
government recognize and appreciate a shared interest 
in delivering mission-essential services. Some government 
participants additionally said industry sometimes comes 
across as being about “money first, not mission first,” and 
industry too often behaves as if it holds business interests 
(read: profitability) as its only goal. While profitability is a 
business reality, government participants want to see the 
HSIB apply appropriate focus on mission achievement. This 
includes “delivering the right people, as opposed to the 
most profitable people,” to meet government needs.

Many government officials recognized industry must, by 
definition, respond to business imperatives and that these 
imperatives are, in fact, the drivers of the agility, efficiency, 
and innovation underpining its value to its clients. However, 
government participants pointed out achieving a high 
level of mutual trust, which benefits both sectors, requires 
industry demonstrate by both words and actions – during 
the procurement process and when performing against 
contracts – its commitment to mission objectives. All 
contractors have a duty to fulfill contract requirements on 
time and at a fair price. Companies providing essential 
support to critical missions such as homeland security 
have an obligation to do more—to act as partners with 
their clients to achieve mission success.  There was also a 
strong sentiment expressed that the HSIB has an obligation 
to speak up if and when it can offer a more innovative 
or efficient solution, as well as to warn the government if 
problems are emerging during program execution – even if 
doing so puts business interests at risk. 

CHAPTER 2

THE HSIB'S RESPONSIBILITY 
WITHIN THE HSE
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All participants agreed while government needs to continue 
to reform the procurement process, industry has a key 
role in supporting and assisting the movement towards 
modernizing the processes. Representatives from both 
sectors urged the government and the HSIB work to 
together to address significant issues. 

A common theme throughout our discussions, was that 
input from the HSIB early in the acquisition process adds 
value by drawing on industry’s collective perspective. All 
participants noted to be truly valuable, both sides need to 
approach this dialogue in a spirit of trust and cooperation, 
with a goal of achieving actionable changes in the current 
environment. The shared intent is to exchange ideas 
and tackle topics earlier in the process – before specific 

requirements, standards, and solutions are established, 
when the government is in the formative steps of identifying 
“the problem” – as the best way to leverage the HSIB’s 
expertise and capabilities. There will always be a time 
and place for companies to try to sell their individual 
capabilities, shape procurements, and seek competitive 
advantage. What our participants advocated  is before all 
that takes place, there should be extensive government–
HSIB interaction, focusing on the problems surrounding the 
challenges, obstacles, and shared interests in finding the 
most effective and economical approaches to achieve the 
mission.

• The HSIB could hold itself more 
accountable in how it supports 
the mission and be more open 
in its interactions with the 
government. 

• The HSIB can add value to the 
relationship with government by 
seeking opportunities to act as 
a trusted partner, speaking up 
when it believes an approach 
will not be successful or when a 
different methodology could be 
more effective or efficient.

• Early engagement between 
government and industry 
leverages the HSIB’s expertise 
and capabilities at a critical time 
in the acquisition process. 
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CHAPTER 3

THE GOVERNMENT’S RESPONSIBILITY 
WITHIN THE HSE 

The Homeland Security Industrial Base has the 
responsibility to support its government clients – 
not only by providing its best capabilities, but also 
by holding itself accountable in the ways it does 
business. For its part, the government should examine 
the nature of how it interacts within and among its 
internal structures, as well as the rest of the HSE, and 
how it can better leverage the capabilities and value 
of the HSIB, in order to encourage and promote the 
highest levels of efficiency and effectiveness. What 
can the government do internally to foster better 
engagement and greater collaboration with industry? 
What are the key initiatives and business practices 
that need to continue and expand to support the 
HSE’s maturity?

Participants representing all groups expressed views on 
the overall priorities the new DHS leadership team should 
set, in addition to how to strengthen engagement with the 
HSIB. Industry participants called on DHS to continue and 
expand elements of former DHS Secretary Johnson’s Unity 
of Effort initiative to strengthen mission and acquisition 
strategy and collaboration between the government and 
HSIB. Our former government participants, representing 
all three administrations since the establishment of DHS, 
agreed and advocated structural components of the 
initiative should continue with reinforced focus, authority, 
and actionable follow through – particularly the joint 
task forces, Joint Requirements Council, and Deputy’s 
Management Action Group. 

Shifting to the government’s collaboration with the HSIB, 
most comments focused on the procurement phase of 
the acquisition lifecycle. Industry executives and former 
government officials both cited the need for government 
to make significantly more changes in the acquisition 

process to make it more efficient, transparent and 
consistent. Government participants indicated, in the 
current threat environment, the government cannot afford 
a “government” timeline to acquire what they need. Things 
are moving too fast. Every group of participants mentioned 
process as a key area for improvement in the government’s 
engagement with the HSIB. Seventy percent of all 
participants either disagreed or strongly disagreed with the 
statement “the current acquisition system and processes 
enable sufficient access to capabilities and/or innovation 
from the marketplace.” This collective opinion, reflects a 
core point made in the previous chapter—industry needs to 
be involved throughout the acquisition process, particularly 
early in efforts to help define the problem that needs to 
be addressed before the procurement procedures restrict 
collaboration. 

Many participants indicated when a solicitation includes 
requirements that are too narrowly defined or incorrectly 
written, responding companies are discouraged from 
offering innovative solutions and stay within the specifics 
of the solicitation to avoid being “non-compliant.” Industry 
participants cited narrow or inconsistent requirements as 
a main source of protests and expressed a desire to see 
more effective articulation of requirements and greater 
reliance on value over price in procurements. As cited 
previously, early engagement of industry can help address 
these challenges. Our industry participants also supported 
programs such as the DHS Acquisition Innovation in 
Motion and the Procurement Innovation Lab, which they 
want to see continue. They also noted the recent FLASH 
procurement and were encouraged by government’s 
attempt to foster innovation, but felt getting earlier input 
and having more extensive engagement with industry 
might have avoided pitfalls.
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Industry executives and former government officials 
also cited the value of efforts to professionalize the 
acquisition workforce within DHS, including Program 
Managers charged with overseeing contracts in concert 
with Contracting Officers’ Representatives. Several 
participants praised recent initiatives by the DHS Office 
of the Chief Procurement Officer, including the acquisition 
professional’s career program and ongoing training 
through the Homeland Security Acquisition Institute as 
positive steps that should be expanded. 

Participants stated the HSIB would like to see a greater 
level of consistency among the components, particularly 
in engagements with component-level acquisitions 
professionals and program managers. The current 
perception is individual government officials take their 
own approach to communication, often avoiding industry 
engagement that would be appropriate and acceptable 
under Federal Acquisition Regulations because of 
misperceptions of what is allowed.

• The Department’s Unity of Effort 
initiative, especially the role and 
influence of the joint task forces, 
Joint Requirements Council, 
and Deputy’s Management 
Action Group, strengthens the 
overall acquisition process and 
encourages effective interaction 
between government and 
industry.

• Government solicitations that 
contain narrow, inconsistent, or 
confusing requirements make 
it difficult for industry to craft 
innovative responses and can 
lead to protests.

• Consistency in acquisition 
processes across DHS 
components, including the 
extent and timeliness of 
engagement with the HSIB 
and standards for defining 
requirements, contributes to 
effective government/industry 
dialogue and the overall quality 
of procurements.
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CHAPTER 4

MAXIMIZING COLLABORATION 
BETWEEN GOVERNMENT AND THE HSIB

lack of follow through after initial engagements from 
industry. Big attendance forums identify specific gaps, 
obstacles, and challenges, but all participants cited the 
need to hold smaller joint efforts to actually address and 
profer changes, whether led by government, or individual 
association-sponsored dialogues/working groups.

Lack of consistency across the acquisition process 
from engagement to program involvement and HSIB 
engagement were also cited by industry executives and 
former government officials as an obstacle to collaboration 
and a source of risk for both sectors. One former 
government participant noted other federal agencies have 
similar varying standards, but DHS seems to have more 
inconsistencies. From one component to another, process, 
format, and requirements often varies significantly. 
Similarly, industry and former government participants 
cited inconsistency in engagement between program 
managers and acquisitions professionals within the 
acquisition process as an obstacle. Many think acquisition 
staff have taken too much control and suggest greater 
involvement of program managers, who are closer to the 
mission, so their ideas are heard and incorporated. At the 
same time, representatives from all groups cited effective 
programs and processes that already exist within a number 
of components – “pockets of excellence” – that could and 
should be recognized and replicated across DHS. Programs 
mentioned by our participants include the previously cited 
Procurement Innovation Lab and the Science & Technology 
Directorate’s Small Business Innovation Program.

As noted in Chapter 2, high levels of protests were 
particularly cited as a significant consequence of the 
obstacles to collaboration by all the focus groups. All 
agreed the current “culture of protest” is costly and 
harmful to the overall relationship between the HSIB and 
government. In the industry focus groups, executives 
indicated they protest acquisition decisions because 
requirements, pricing structure, and evaluation criteria 
given by the government are unclear. When pressed for 
feedback as to how acquisition decisions were made, 
the government may not always provide consistent 
responses to help industry understand why they were 

As discussed in the two previous chapters, both the 
government and the Homeland Security Industrial 
Base must recognize their individual respective 
responsibilities and accountability to address the 
process and other issues that limit collaboration in 
support of the mission. Together, they can identify, 
deploy, and implement effective, efficient and 
successful solutions in the Homeland Security 
Enterprise. What are the obstacles and challenges 
that both sectors can tackle to achieve higher levels 
of mission success? How can the two sectors work 
together more effectively to build higher levels of 
trust, strengthen communication and collaboration, 
and address major irritants such as excessive 
protests? 

Many participants from all three groups (though 
particularly industry and former government officials) cited 
an unwillingness on both sides to come together to engage 
in candid dialogue on shared challenges as a major 
obstacle. Engagement with DHS through various types of 
industry days and presolicitation conferences – allowing 
for greater input long before a specific contract/project 
– was seen as positive steps toward building trust. Joint 
sector forums, such as the Office of the Chief Procurement 
Officer's creative industry days, bilateral small group 
discussions addressing specific acquisition challenges, and 
the potential of placing government officials in industry 
for a short period of time, were discussed as ways to 
build greater trust and a better understanding between 
government and the HSIB. Participants expressed a strong 
desire for expanding and deepening these initiatives, 
discussing possible new avenues of engagement, and 
developing ways to achieve more rigorous follow-up 
between the sectors on recommended actions. While 
our participants see tremendous value in DHS’s current 
government–industry engagement initiatives in forming 
stronger relationships, many expressed a desire to see 
more concrete changes result from the discussions and 
experiences. These might include the government instituting 
procedural changes or designing more opportunities for 
substantive, early and ongoing two-way dialogues. Current 
government participants also expressed frustration with 
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not awarded the contract. Conversely, government focus 
group participants viewed the quick resort to protests as 
contradicting industry’s stated desire to partner with its 
clients in support of the mission, causing additional costs 
and delays. Currently, there are few barriers to protests, 
as there is no cost or penalty if it is unsuccessful. Within 
both the government and industry focus groups, it was 
suggested there be limitations on filing protests or penalties 
for firms that file superfluous or excessive protests. 

One former government official indicated, as a practice, 
he would proactively call unsuccessful firms to explain the 
decision-making process, and this directly reduced the 
number of subsequent protests. While this approach may 

not be feasible for every acquisition, there is a need for the 
government to communicate more directly and effectively 
with unsuccessful bidders in an attempt to cut down 
protests and for industry to be receptive to the feedback 
that could prove helpful in their future bids. 

The hesitancy of companies to engage in open dialogue 
when competitors are present early in the acquisition 
process for fear of losing competitive advantage was also 
mentioned as an obstacle to collaboration. Many former 
government officials indicated they did not include the 
HSIB early in these decisions out of fear that conflicts of 
interest may arise and lead to protest. Industry executives 
also indicated it is difficult for potential competitors to work 
together for fear of revealing methodologies or approaches 
that would give them a competitive advantage in winning a 
contract. 

• Standardization and consistency 
within the acquisition process 
creates an environment that will 
encourage collaboration and 
lower the level of risk for both 
sectors.

• Both sectors benefit by 
abiding by existing policies 
and regulations that permit 
discussing certain aspects of 
upcoming procurements

• Protests are harmful to both 
the HSIB and government and 
contribute to the lack of trust 
between the sectors. 

• Industry undermines its 
relationship with government 
when it fails to distinguish 
between what is good for 
the mission and what is in a 
company’s competitive best 
interest when attempting to 
shape procurements; as well as 
when being too quick to protest.
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CHAPTER 5

LEVERAGING INNOVATION 
IN HOMELAND SECURITY

the current government focus group noted they perceive 
the HSIB as also being risk adverse and chameleon-
like in mirroring its customer’s behaviors. Government 
officials feel this limits its ability and/or desire to provide 
innovative approaches on processes and technologies to its 
government clients. 

As one participant stated, “Nine out of ten people will say 
they want innovation, but in the final analysis no one is 
willing to take the risk or pay for it.” To address this core 
problem, participants identified three key themes on how 
to encourage innovation within the HSE: (1) The HSIB 
should be engaged earlier in the acquisition process, 
taking part in the identification of the problem, rather 
than being brought to execute against pre-determined 
solutions and requirements. (2) A “culture of innovation” 
should be nurtured to encourage better management of 
the costs and risks of innovation through recognition of 
successful innovation and avoiding penalizing reasonable, 
if unsuccessful, efforts. (3) Government solicitations need 
to be clearer on when innovative approaches to solutions 
are being sought and encouraged. 

Industry and government participants discussed how to 
reconcile a desire to successfully deploy innovation in 
government in the face of risk and failure aversion, as well 
as budgetary pressures. Industry participants pointed to 
the government’s over-reliance on low-cost, technically 
acceptable (LPTA) procurements, whether applied as 
explicit evaluation criteria or as a result of excessive cost 
pressures in procurement decisions as a major obstacle to 
proposing and delivering innovative solutions. A number 
of participants also pointed out “innovation for the sake 
of innovation” is not a desired goal. Not every problem 
in government is deserving of an innovative solution. 
Again, bringing government and industry together well 
in advance to identify problems, options, approaches, 
and methodologies that could be leveraged to address 
mission challenges would lead to the most appropriate and 
beneficial – and sometimes the most innovative solution.

In the face of the diverse, evolving challenges the 
Homeland Security Enterprise confronts, there 
is growing recognition the Homeland Security 
Industrial Base and other industry players must 
bring more innovative processes and technologies 
to the government to assist in the homeland security 
mission, and should be encouraged to do so. 
What factors affect—positively and negatively— 
government’s and the HSIB’s ability to spur 
innovation? How can the HSIB and government work 
together to remove obstacles to innovation in the HSE?

Nearly all participants in the online survey strongly 
agreed or agreed there is a need for greater innovation in 
terms of management processes, services, products, and 
technologies to support the homeland security mission. 
Focus group participants agreed cutting-edge technology 
and efficient processes can improve mission effectiveness 
and could eventually drive down costs. 

Participants were also asked what changes the government 
might make to create an environment that encourages 
industry to provide more innovative products, services 
and management processes. All forums emphasized 
the challenges both sectors face in managing risks and 
bringing innovation through the acquisition process and 
contract performance. Many of the industry forums and 
responses from the online survey pointed to the perception 
that risk aversion on the government side constitutes an 
obstacle to effective engagement with the HSIB. In our 
online survey, respondents from all groups overwhelmingly 
disagreed with the proposition government culture allows 
for risk taking. Unwillingness to take risks limits early and 
ongoing engagement with industry, which in turn limits 
innovation. While the benefits of effective risk management 
are frequently cited by industry executives and former 
government officials, current government officials cited 
numerous internal cultural, political, regulatory and 
procedural obstacles. However, several participants in 
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• Risk aversion by the HSIB 
and government can inhibit 
engagement, as well as prevent 
introduction of innovative 
processes and technologies into 
the market.

• Engaging the HSIB earlier in the 
process – when government is 
discussing “What is the problem” 
vs. only “What is the solution” – 
creates an environment that will 
encourage more innovation. 

• Government solicitations that are 
clear on the extent of innovation 
being sought or structured in ways 
that make it easier for the HSIB 
to offer creative solutions (while 
still being compliant with RFP 
instructions) allow bidders and 
evaluators to put less emphasis on 
cost and risk avoidance. 
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CONCLUSION AND

CALL TO ACTION

In the third year of the Project with the transition to a 
new administration and its priorities, we focused on how 
government and industry can work together to strengthen 
the “business of homeland security” by building on shared 
values, developing higher levels of trust, and moving to 
better alignment between the two sectors. Our focus 
groups, one-on-one interviews and on-line survey yielded 
numerous thoughtful insights and several common top-
line recommendations. We have chosen to highlight three 
of these as a “call to action” in the new year, whether 
led by the DHS or hosted by homeland security trade 
associations/business councils. We are recommending 
policy, procedural, and behavioral steps government and 
the HSIB can take on their own or in collaboration with 
one another. None of these recommendations require new 
legislation or regulations.

The 20/20 Project on the Homeland Security Enterprise 
is a five-year effort to gain greater insights into what has 
and still needs to be accomplished by government and 
industry to address the many challenges the HSE faces to 
achieve mission success. A major component of the Project 
is to identify and highlight best practices and models for 
better and more substantive engagement between our two 
sectors. Our survey reports have highlighted the positive 
steps both sectors are taking to strengthen the dialogue, 
begin to understand and accept each other’s perspectives, 
improve procurement processes, and better leverage the 
capabilities and expertise industry brings to the HSE.
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These recommendations are neither 
exclusive nor exhaustive, but are 
based on the observations and input 
provided by all three groups as 
ways to address shared problems 
and obstacles. In considering these 
recommendations, government and 
industry leaders cannot be satisfied 
with simply holding an event, hosting 

a forum or writing a mythbusters-like 
set of guidelines. Together they must 
define success by concrete, positive 
changes in behaviors, processes, and 
training—all followed up at the highest 
levels of leadership. Leaders in both 
sectors must commit to go beyond 
meeting and sharing information with 
few concrete results. Instead they must 

address these topics (and others that 
will be identified going forward) on 
their own and/or by joining together 
in working groups to come up with 
actionable recommendations. And 
both sides must then be willing to do 
what is necessary to achieve results.

1

2

3

Strengthen Communication and Engagement – Throughout the Acquisition Lifecycle

 Address the Impact of Protests on Both Sectors

Conclusion

• Expand formal and informal government–industry 
engagements, especially early in the acquisition 
process. Efforts to improve the frequency, 
relevance, substance and actionable follow up 
of engagements, such as reverse and strategic 
industry days and pre-solicitation conferences, 
must be continued. Addressing other obstacles and 
challenges to achieving mission success could also 
occur under the auspices of the Federal Advisory 
Committee Act through the Homeland Security 
Advisory Council, or hosted by HSIB organizations. 
Engaging industry provides the HSE with expert 
and unique perspectives on the shared challenges 
that confront and impact successful policy and 
programs.

• Continue and strengthen “Unity of Effort” initiatives 
– most particularly the Joint Requirements Council 
(JRC), the Deputy’s Management Action Group 
(DMAG), and the Office of the Chief Procurement 
Officer (OCPO) Acquisition Innovations in Motion 
(AIiM) initiatives. The JRC and DMAG provide 
mechanisms that can drive consistency and 
application of best practices across the DHS, 
enabling enhancements that more effectively 
and efficiently support the mission. They can also 
ensure a strong mission foundation for acquisition 
strategy, which in turn can serve as a basis for 
earlier and more effective engagement with 
industry. Within AIiM, continue to leverage and 
identify new initiatives, building off the Procurement 
Innovation Lab (PIL) idea. All of these initiatives 
could find appropriate and transparent ways to 
include industry’s perspective well before specific 
procurements are designed and standards and 
requirements are set.

• Identify and address the underlying causes of 
protests. The HSE and the HSIB should commit 
to work individually and together to identify, 
understand and work toward eliminating the 
obstacles that contribute to excessive protests. 
Discussion topics might include improving 
requirements definition and communication (before 

and during the procurement lifecycle); providing 
models for more consistent, thorough, and timely 
debriefs to both losers and winners; developing 
alternative procedures for managing competitions 
(e.g., greater use of down-selects); and creating 
new and appropriate channels registering concerns 
short of lodging a formal protest.

Foster Innovation
• Build a shared appreciation for how and when 

to pursue innovative processes, technologies, 
and products to achieve mission needs, and 
for addressing the inherent costs and risks. The 

government and HSIB should commit to work 
together to define, prioritize, and implement 
innovative solutions, taking into account potential 
benefits, as well as associated costs and risks.
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