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ABOUT THE 20/20 PROJECT
The 20/20 Project on the Homeland Security Enterprise is a five-year initiative of the Homeland Security & Defense Business Council (Council). The Project 
embraces the concept of 20/20 ‘clarity of vision’ and a desire to provide – through a set of surveys, National Conversations, and other programs – in-depth 
insights and perspectives from both government officials and industry executives to help both sectors assess lessons learned and best practices. The 
activities surrounding the 20/20 Project are also intended to serve as a foundation of information, education, and suggested action for the entire Homeland 
Security Enterprise (HSE) to continue to mature and provide the highest level of security and safety leading up to the commemoration of the 20th anniversary 
of September 11, 2001.

During the span of the 20/20 Project, the Department of Homeland Security (DHS) will celebrate its 15th anniversary and experience the third change of an 
administration since the agency’s inception. DHS, as a central actor in homeland security, provides a useful starting point to examine progress of the overall 
HSE. However, the homeland security enterprise is comprised and relies upon so much more – encompassing numerous federal, state, local, tribal, and 
global partners. And, as we have already learned through numerous interviews and conversations, the private sector is also a key piece of the enterprise, 
incorporating citizens, academia, commercial/retail entities, as well as the companies that provide the homeland security technologies, products and services 
to government entities to assist them in achieving their mission. The members of the Council, representing the interests of these ‘solution providers,’ focus on 
encouraging better, deeper, early and continuing engagements with our government counterparts. The 20/20 Project’s goals, through programs and surveys, 
is to assess the progress that has been made and examine the continuing challenges facing the entire HSE.

The activities carried out through the five years of the 20/20 Project will identify and discuss perspectives of both the public and private sectors regarding 
trends, challenges, and progress made. The various forums are designed to provide both government officials responsible for the homeland security mis-
sion and their industry counterparts who comprise, what the Council refers to as, the Homeland Security Industrial Base, with actionable insights into the 
processes, programs and policies that contribute to the nation’s security and safety from both man-made and natural threats. It is the Council’s hope that this 
type of data collection, information sharing and analysis goes beyond anecdotes, allowing DHS, the entire HSE, and industry to continue working together 
to identify, nurture and develop sustainable and effective programs. Further, we have a strong desire that the 20/20 Project will suggest valuable enhance-
ments, information, and analysis that support the organizational maturity necessary to achieve the vital homeland security mission. 



ABOUT THE 2016 SURVEY 
This second survey of the five-year 20/20 Project on the 
Homeland Security Enterprise is sponsored and led by the 
Homeland Security & Defense Business Council and its 
member company, Grant Thornton. The overall Project aims to 
capture perspectives from government and industry executives 
engaged in homeland security missions on critical challenges 
and future opportunities facing the Department of Homeland 
Security (DHS) and the broader interagency and public-private 
partnership that is the Homeland Security Enterprise (HSE). 
The Council and Grant Thornton have received outstanding 
support from DHS in conducting this year’s survey, particularly 
from the Undersecretary for Management and the Chief Pro-
curement Officer, and express at the outset our appreciation 
and heartfelt thanks.

The Council launched the 20/20 Project in 2015, focusing 
on The Mission Imperative: Securing the Homeland through 
Improved Collaboration and Engagement across the Enter-
prise. Released in November 2015, the inaugural survey report 
drew upon interviews with nearly 70 senior leaders from DHS 
and industry to provide a baseline assessment. The focus of 
this report was on DHS management and operational issues as 
part of the Secretary’s Unity of Effort initiative.

This year, the study focuses on Charting the Future: A Mission 
Driven Homeland Security Enterprise. Through a series of 
facilitated focus groups, one-on-one interviews, and an online 
survey, the Council and Grant Thornton collected insights on 
management processes at DHS and mission-related activi-
ties across the five homeland security missions, as defined by 
DHS: 1) prevent terrorism and enhance security, 2) secure and 
manage our borders, 3) enforce and administer our immigration 
laws, 4) safeguard and secure cyberspace, and 5) ensure resil-
ience to disasters. The survey design also sought to review last 
year’s results, collect insights and perspectives from new HSE 
leaders, and focus on the upcoming presidential transition, 
the third since September 11th, 2001. The report draws upon 
insights of more than 100 current and former leaders at DHS, 
Department of Justice, Department of State, the Intelligence 
Community, the Office of Management and Budget, state and 
local officials, and a select group of industry leaders.

To preserve anonymity, we do not attribute responses to spe-
cific individuals or provide a list of participants. Readers may 
download copies of this and prior surveys at http://homelandcoun-
cil.org/2020-project/. 



This is the second report of the five-year 20/20 Project on 
the Homeland Security Enterprise, sponsored and led by the 
Homeland Security & Defense Business Council (Council) and 
Grant Thornton. 

The 20/20 Project’s inaugural survey in 2015 sought to estab-
lish a baseline of Department of Homeland Security (DHS) 
operations and management, building on Secretary Jeh John-
son’s Unity of Effort initiative. That initiative sought to establish 
more joint/coordinated efforts, including both mission activi-
ties as well as the back-office support functions that enable 
the mission. Drawing on the insights gained from DHS senior 
leaders and industry executives, the 2015 survey served as a 
conversation starter, both for DHS and industry, on the state of 
DHS, progress made since its establishment, and challenges it 
and our country could face into the future.   

This year, the 20/20 Project builds on the baseline examination 
of DHS and shifts focus to a mission-centric assessment of 
the broader Homeland Security Enterprise (HSE), taking into 
account the upcoming change in administration. This year’s 
survey transitions from an organizational-based view to an 
assessment of management and mission-centric initiatives 
and programs, in line with what the current administration has 
been promoting via the Unity of Effort initiative. The goals of 
this year’s survey are to collect insights directly from homeland 
security leaders on those mission-focused programs and initia-
tives that work well, are not achieving their intended goals, or 
may warrant greater emphasis by the new administration.

This report presents the insights gained from five focus groups, 

more than a dozen in-person interviews, and a web-based 
survey, all conducted prior to the election through the fall of 
2016. In total, more than 100 government leaders and industry 
executives participated, including current and former senior 
leaders of every DHS component and DHS headquarters plus 
other representatives of the HSE including the Department of 
State, Department of Justice, Office of Management and Bud-
get, Intelligence Community, state agencies, local agencies, 
and executives from more than 15 leading firms that support 
the HSE. Based on these many inputs, the report consists 
of three primary sections focusing on mission programs and 
initiatives, maturity of the management function, and the role 
of industry in the HSE. The report intentionally avoids making 
specific recommendations. Rather, the findings support con-
tinued dialogue within the HSE and provide the new adminis-
tration with an understanding of what key leaders in the HSE 
believe is working well and should be continued, as well as 
what remains to be done to strengthen the enterprise’s ability 
to carry out its critical mission.

As we assessed the many discussions and responses, some 
key insights became apparent:

• While our focus groups and interview participants each 
defined the HSE differently depending on their mission 
perspectives, all agreed it extends beyond DHS. The vast 
web of partners includes numerous federal, state, and local 
agencies, tribal groups, industry, academic institutions, 
international partners, and private citizens.

EXECUTIVE SUMMARY
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• Intra- and interagency operations are integral to each 
homeland security mission. Through joint task forces and 
other structural coordination mechanisms, collaboration 
and information sharing continue to improve and can break 
down bureaucratic and cultural barriers to mission effec-
tiveness—while preserving complementary authorities, 
cultures, and perspectives. More progress can be made 
within and across DHS and at the interagency level—either 
mission-specific or cross-mission—such as a reinvigo-
rated White House Homeland Security Council to provide 
renewed direction and coordination of homeland security 
policy and mission operations at the national level through-
out the HSE.

• Communicating the homeland security story is important. 
Multiple participants expressed the need for the HSE to 
prioritize communications, both internal and external, to 
promote work being done across the enterprise to build 
credibility for the systems in place, support employee 
morale, and educate and engender support from Congress 
and the public. 

• Secretary of Homeland Security Jeh Johnson’s Unity of Ef-
fort initiative has been well received within DHS, particularly 
management initiatives such as the Joint Requirements 
Council. Numerous participants suggested the new admin-
istration build on the Secretary’s initiative to continue the 
needed streamlining and integrated management approach. 
Operationally, Joint Task Forces are making progress 
towards intra- and interagency coordination, but more can 
be done to achieve proper geographical alignment, ensure 
adequate resources, and focus efforts on mission priorities.

• Overall management and oversight continue to mature and 
improve. Numerous examples of excellent management 
practices exist across DHS that should be acknowledged, 
examined, and replicated. Among these are joint require-
ment definition, interagency collaboration and strategic 
sourcing.

• Support functions continue to inhibit the ability to achieve 
mission, as reported by our focus groups and one hundred 
percent of online survey respondents. Focus group and 
interview participants most frequently cited personnel and 
the acquisition lifecycle as areas requiring focus by the new 
administration. In addressing personnel issues, participants 
most frequently cited employee recruitment and hiring, 
training, development and retention as presenting challeng-
es now and in the future. Acquisition remains cumbersome, 
inhibiting the ability of front-line staff to obtain equipment 
and services in a timely manner. 

• The industries that comprise the Homeland Security Indus-
trial Base are a significant part of the HSE, serving a valu-
able role that can take on many forms: innovators, thought 
leaders, facilitators, integrators, and solution providers of 
technology, services, and products. Industry also brings 
long and deep perspectives on mission and management 
needs of the HSE, providing institutional knowledge and 
continuity of perspective across administrations and agen-
cies through changes of leadership. 

Finally, participants once again confirmed a commonly held 
perspective: government and industry leaders both care deeply 
about the homeland security mission. And, while each leader 
comes at their responsibilities and roles from different perspec-
tives, they are pragmatic and focused. Broad consensus exists 
that there is a need to work together on improving operations to 
make the United States safer and more secure.
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MISSION FOCUS
With the passage of the Homeland Security Act, Congress 
sought to organize and align the homeland security mission 
through the establishment of DHS. The legacy agencies and 
their varied mission responsibilities required consolidation to 
“ensure greater accountability over critical homeland security 
missions and unity of purpose among the agencies responsible 
for them.”  With its creation, much of the mandated homeland 
security mission did move within the purview of DHS. However, 
it was recognized at the outset that the broad and diverse 
homeland security mission can never be completely contained 
within one federal agency. The work of carrying out this vital 
mission takes place across the homeland security enterprise.

To address mission programs we spoke with current and 
former leaders representing every DHS operational compo-
nent, DHS Headquarters, DHS Intelligence and Analysis, 
National Protection and Programs Directorate, the Federal Law 
Enforcement Training Center, Department of State, Depart-
ment of Justice, Office of Management and Budget, state and 
local officials, and members of the Intelligence Community. We 
kicked off each focus group and interview by asking partici-
pants to define the actors in the homeland security enterprise. 
What emerged from those conversations is a vast network that 
extends well beyond DHS. Members of the HSE range from 
federal partners that contribute to homeland security as part of 
their overall missions including the Departments of Agriculture, 
Defense, Energy, Labor, Health and Human Services, Justice, 
and State along with the Intelligence Community. The network 
also includes Congress, the White House, state, local, and 
tribal officials, international partners, industry, academic institu-
tions, and private citizens.

Several key themes emerged from our conversations with 
senior leaders across all mission areas. Significant progress 
has been made through the DHS Secretary’s Unity of Effort 
initiative. Participants stressed that elements of the initiative 
and the overall philosophy should continue through the new 
administration, maturing into consolidated, intra- and inter-
agency coordination and command approaches for mission 
operations. Similarly, much progress has been made across 
missions through the use of technology and expansion of our 
border beyond physical boundaries. Examples of best practices 
to continue include the work being done with biometrics, target-
ing and the Visa Security Program, which participants want to 
see expanded by the next administration. Our Mission Focus 
Group participants echoed the feedback of the Management 
Focus Group that the new administration should assess what 
government does well and what industry does well. A review 
of the respective roles of government and industry in provid-
ing services that directly contribute to the mission as well as 
critical management and support functions may result in further 
efficiencies.

In each of the mission focus groups and in numerous inter-
views, participants expressed the need to continue intra- and 
interagency coordination at all levels. Numerous leaders 
indicated processes remain too relationship-dependent and 
personality-driven, creating risk that is amplified by the pending 
wave of retirements as the federal workforce ages. Additionally, 
every focus group mentioned the need for the HSE to better tell 
the homeland security story, both internally and externally to 
Congress and the public. Sharing successes and promoting the 
work being done every day to secure the nation can engender 
support and engagement across all mission areas.
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“DHS is still a young agency and processes 
have not yet been institutionalized; dominant 
personalities still play a large role.”

Participants expressed concern that homeland security pro-
grams and operations remain overly reactive. Better analysis 
of current and future threats is needed, accompanied by more 
emphasis on planning for emerging policy and operational 
requirements. There remains opportunity to improve the use 
of data to inform strategies and budget decisions. Numer-
ous participants cited reactive reprioritization as a threat in a 
resource-constrained environment because it leads to already 
limited funding being shifted to other areas or agencies without 
adequate appreciation for the resulting damage to existing pro-
grams. Additionally, participants cited the need for governance 
and processes to enable greater coordination and eliminate 
fragmentation within mission areas. This may include organi-
zational changes within DHS and the Office of the Secretary to 
establish mission-centric roles to coordinate missions, leverag-
ing lessons learned from the former role of Under Secretary 
of Border and Transportation Security. Currently, operational 
coordination functions within DHS and the broader enterprise 
are inadequate. Both responsibilities and authorities to coor-
dinate and integrate operations across multiple agencies are 
needed. While the Department of Defense model is not directly 
applicable in the multi-faceted, civilian HSE environment, seri-
ous thought should be given to strengthening “joint operations” 
in the homeland security mission context.

“There is a distinction between reacting and 
responding. DHS will always have to respond, 
but that doesn’t mean they can only react.” 

The sections that follow highlight two homeland security 
mission areas – immigration and border security – along with 
interagency operations in the field. 

IMMIGRATION
Our Immigration Focus Group, together with a number of in-
person interviews, included current and former senior represen-
tatives from Immigration and Customs Enforcement (ICE), U.S. 
Customs and Border Protection (CBP), and the Department 
of State. Our experts focused on three core questions: which 
immigration programs are working well today, which need more 
attention, and which should be stopped. The group identified 
the Visa Security Program as a successful one that should be 
continued. The goal of the program is to push the border out 
to countries of origin by vetting high-risk visa applicants before 
they reach the United States. Members of the focus group also 
said interagency working groups were currently adding value 
by providing structure to sustain agency relationships, increas-
ing information sharing, and supporting joint requirements 
development. A third set of programs highlighted by the focus 
group were customer service initiatives aimed at better engag-
ing the public in the immigration process. Participants noted 
the myUSCIS initiative as a successful vehicle for helping the 
public better navigate the immigration process.

The focus group identified three key areas that need more 
attention from the next administration: (1) improved gover-
nance to support coordination across immigration and border 
security, (2) improvements in the way IT systems are devel-
oped and managed, and (3) greater emphasis on workforce 
hiring, development, and succession planning. The focus group 
indicated the next administration should establish mission-
focused, headquarters-level governance processes to improve 
coordination at the policy level and of mission operations. This 
is particularly true of the intersections between border security 
and immigration enforcement, which are closely linked mission 
areas but carried out by different organizations with differing 
mandates and authorities. 
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Beyond governance, participants cited the need to improve 
how IT systems are developed and managed. In development, 
participants indicated that, too often, the most appropriate and 
necessary partners are not at the table. Understanding of the 
overall mission environment is crucial to developing new immi-
gration systems, for example, because of the number of sys-
tem interfaces and interdependencies that can be affected by 
changes to one system. One participant indicated his agency’s 
system touches nearly ten other federal systems used in the 
immigration process. Finally, participants in the focus group 
almost unanimously pointed to the need for a renewed empha-
sis on hiring practices and leadership development. Members 
of the group said more can be done to attract young people 
to the HSE, such as offering more professional development 
opportunities and streamlining the security clearance process.

The focus group was also asked what they would like to see 
halted by the new administration. Many said the immigration 
system needs to be de-politicized, specifically citing interfer-
ence by the executive branch into the process on a case by 
case basis. The group believed this can undermine faith in 
the immigration system. Members of the focus group also 
agreed a lack of understanding by Congress and the public of 
how robust our immigration system is can serve to further the 
politicization of immigration. One example cited is the refugee 
process and gaps in knowledge of the actual process. Cred-
ibility can be reestablished and gaps can be filled through 
increased communication and education.

BORDER SECURITY
Our Border Security Focus Group included current and former 
leaders representing U.S. Customs and Border Protection, the 
Transportation Security Administration, and the U.S. Coast 
Guard. We asked our focus group of border security experts 
about the strengths they want to ensure continue in the next 
administration, weaknesses they hope the next administra-
tion will address, and ineffective programs they hope the next 
administration will jettison.

“DHS learns from its mistakes. Instead of just 
hoping the problem goes away, DHS peels it 
apart to find out what went wrong. We not only 
mitigate future vulnerabilities, we turn them 
into strengths.”

Participants agreed the emphasis on unity of effort has been 
beneficial, especially where it has moved from management to 
include mission operations. They also applauded the cultural 
shift that has helped employees to be more proactive and less 
risk-averse. They consider counterterrorism efforts, including 
the National Targeting Center (NTC), to be a shining example 
of the benefits of unified effort and a culture of underwriting 
risk. The NTC, credited with rapidly stopping several terror 
plots, has embedded staff from every DHS component as well 
as members of the Intelligence Community. Development of 
biometrics has also benefited from unity of effort and smart 
risk management as well as leadership support and effective 
information sharing between operators and developers. DHS 
biometrics and airport security requirements are increasingly 
setting the world standard for border security.

KEY IMMIGRATION TAKEAWAYS: 
• There is a need for more emphasis on 

both intra- and interagency coordina-
tion on immigration policy and opera-
tions.

• Improved governance at DHS head-
quarters will support unified coordina-
tion across the many federal entities 
with a role in the immigration process.

• The current immigration system may be 
imperfect but it is robust and that needs 
to be communicated to internal and 
external stakeholders. 

6 2016 Homeland Security & Defense Business Council Survey



“The National Targeting Center is a crown 
jewel of counterterrorism efforts. Targeting is 
dramatically better than it was five years ago, 
thanks to better systems, cleaner data, and 
more flexible rulesets”

The focus group identified personnel and procurement—“the 
two P’s”—as areas where DHS still has a lot of work to do. 
Only a very small percentage of applicants make it through 
DHS’ lengthy vetting process. Thus maintaining current staff-
ing levels is very difficult, and it is particularly hard to recruit 
people with cyber and other high-priority skills. The focus group 
identified procurement as problematic but focused conversa-
tion on the acquisition lifecycle. Leaders at DHS have learned 
there needs to be a certain level of operational risk in order to 
accomplish the mission. The same lesson needs to be applied 
to the procurement process so agencies can have greater 
flexibility to take innovative approaches to acquiring technology 
and encourage more dialogue between industry and govern-
ment in the early stages of an acquisition.

The group indicated the lengthy and cumbersome process 
makes it difficult to obtain technology when it is needed. Even 
high-priority technology projects can take two to three years to 
initiate, and longer to deploy. By that time, the technology 
requested is dated, even obsolete. 

According to our focus group, at times DHS has taken on 
well-intentioned efforts that negatively impact efficiency. The 
focus group noted where close cooperation in the field makes 
sense geographically, the Joint Task Forces (JTFs) have been 
helpful, but in others instances, JTF structures have embedded 
challenges. Several participants noted the current structure as 
a challenge given the geographic scope, diversity, and priorities 
of the JTF models. Focus group members also cited the data 
centers, which were conceived before the advent of the cloud 
and have cost hundreds of millions of dollars without expand-
ing capabilities or improving performance. Participants also 
expressed concern DHS expends scarce resources on efforts 
that are not at the core of the homeland security mission. 
Focus group members felt DHS should stop performing activi-
ties that should be the primary function of other agencies and 
departments. For example, CBP and ICE routinely house and 
care for families and unaccompanied children without fund-
ing or a mandate. Meanwhile, the Department of Health and 
Human Services has funding and a mandate to perform those 
very functions. Focus group participants advocated for a review 
of mission responsibilities and resources to ensure effective 
allocation across agencies.

KEY BORDER SECURITY TAKEAWAYS: 
• The focus group’s message 

to the next administration 
largely boils down to, “trust 
us with the tools we need, 
and give us room to do our 
job.” 

• Acquisition and personnel 
continue to be roadblocks 
to mission success.

• In a budget constrained 
environment, investment 
decisions and allocation of 
resources require continued 
review to most effectively 
allocate resources.

• Close coordination in the 
field can be beneficial and 
requires additional assess-
ment to determine the most 
effective alignment.

7Charting the Future: A Mission Driven Homeland Security Enterprise



INTERAGENCY OPERATIONS IN THE FIELD
The homeland security mission is carried out by profession-
als throughout the nation and beyond our borders. Members 
of the HSE, working across various federal, state and local 
agency boundaries, “operationalize” the mission on a daily 
basis. Mission coordination is layered, from the executive 
level in Washington to field staff on the front line of homeland 
security. Numerous examples of structural coordination across 
the enterprise exist, including Joint Terrorism Task Forces, the 
National Counterterrorism Center, Joint Task Forces estab-
lished through the Unity of Effort initiative, and Interagency 
Operations Centers. Within each, partners from different agen-
cies work toward a common goal. 

One such example of interagency operations in the field is 
the Seahawk Interagency Operations Center. Created as a 
pilot program under the Department of Justice in 2003 and 
transitioned to DHS in 2009, Seahawk is a multi-jurisdictional 
operations center compromised of federal, state, and local law 
enforcement officers. Seahawk is responsible for preventing 
and disrupting illicit activity in the port of Charleston and mini-
mizing the port’s vulnerability to a terrorist attack or criminal 
exploitation. In 2008, Congress identified Seahawk as one of 
the nation’s best models for interagency port security opera-
tions and provided funding to DHS and the Coast Guard to 
stand up similar centers in other high priority ports in the United 
States.

Through our Seahawk Focus Group, we spoke with officials 
from the U.S. Coast Guard, U.S. Customs and Border Protec-
tion, South Carolina Law Enforcement Division, Charleston 
County Sheriff’s Office, City of Charleston Police Department, 
and South Carolina Research Authority. We asked participants 
to identify the key factors to success, barriers to success, 
and what they need from “Washington” to be most effective. 
In addressing the key success factors, participants most 
frequently cited agency support and buy-in, relationships and 
trust among staff members, and communication. Participants 
also emphasized the importance of physical infrastructure – a 

shared space to conduct business where they can establish 
strong relationships with colleagues from other agencies. Build-
ing on the importance of infrastructure, participants expressed 
concerns with over-reliance on the virtual engagement. While 
technology allows for greater virtual collaboration and brings 
cost savings, participants warned against relying too much 
on virtual engagement and not investing in infrastructure. 
Seahawk participants stressed their infrastructure allows 
partners to work side-by-side and build strong relationships that 
form trust needed in executing operations while also enabling 
the establishment of lasting processes that withstand staffing 
changes. 

“Leadership out of region recognizes the 
value of technology in a budget constrained 
environment and believe virtual engagement 
is adequate. It is not. A lot comes from face-to-
face interaction that cannot be accomplished 
virtually. “
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When asked to identify the barriers to success for interagency 
operations centers, participants most frequently cited the 
need for consistent funding that would allow for one of the 
key success factors – building a strong and vibrant infrastruc-
ture – as well as other necessary items such as equipment. 
Absent consistent and cross-departmental funding, participants 
in interagency operations are left to fight for limited agency 
funding every year. As reinforced on the online survey only 23 
percent of respondents stated they had high confidence they 
could achieve mission on current resource levels. 

Beyond funding, participants cited the difficulty of demon-
strating success to out-of-region decision-makers as a key 
challenge. Quantifying success is challenging for deterrence 
and prevention where the ultimate goal is often ensuring that 
nothing bad happens. Participants questioned whether they 
should focus on measuring activities or promoting capabilities 
over results. The demonstration of success ties directly to fund-
ing, as decision-makers look for some data to validate budget 
decisions.

Our focus group members also noted individual agency struc-
tures as a barrier to success. Each participating agency comes 
with unique IT systems, chains of command, resource approval 
processes, and reporting requirements. Staff members also 
must maintain their respective responsibilities with home 
agencies. Related to this, focus group members identified the 
lack of common operating systems as a key barrier that can be 
difficult to bridge. Operating on disparate system forces staff to 
rely on workarounds, which is further complicated in a budget 
constrained environment. 

We also asked the focus group to address what decision mak-
ers in Washington can do to enable the success of interagency 
operations centers. Participants most commonly cited the need 
for both financial and leadership support to demonstrate that 
interagency operations remain a priority. They believe agency 
leadership can also support them by educating Congress and 
other decision makers on interagency operations centers so 
that they don’t only receive attention when there is a crisis. 
Finally, participants indicated that the policies need to connect 
to the mission for consistently. Several indicated they did not 
believe the Unity of Effort initiative reflects field priorities but 
instead takes a Washington DC beltway-centric approach. This 
could be improved by deeper leadership engagement with 
interagency operations centers.

KEY INTERAGENCY OPERATIONS TAKEAWAYS: 
• The success of interagency 

operations centers is based 
on relationships and trust, 
which are enabled by strong 
governance and participa-
tion that create a sense of 
shared ownership. 

• Facilities and infrastructure 
foster direct interaction 
among staff from multiple 
agencies, which brings sig-
nificant operational benefits 
that cannot be achieved 
through virtual connections 
alone.

• Inadequate, inconsistent 
funding is the top bar-
rier to success. Without 
predictable funding levels, 
interagency operations cen-
ters may not maintain the 
infrastructure that fosters 
success. 

• Field-based interagency 
operations centers must 
receive appropriate atten-
tion, support and resources 
from agency headquarters. 
Agency representatives to 
the center must know that 
their leadership values the 
work of the center.
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Our Management Focus Group included current and former 
leaders representing the DHS Management Directorate, DHS 
Office of the Secretary, DHS Operational Components, and the 
White House Office of Management and Budget. Participants 
were selected for their depth of experience in areas across the 
Homeland Security Enterprise (HSE). The experts on our panel 
were careful to point out that while management and mis-
sion support functions are inherently not the “on-the-ground” 
operations of the Department, they serve an important role in 
supporting the workforce, technological, and structural needs of 
the operators. 

“Unity of effort should not take away individu-
ality, but allow you to independently operate in 
such a way to integrate and work toward the 
shared mission simultaneously.”

Our panel viewed the current administration’s focus on Unity 
of Effort positively, but did note not all elements of the initia-
tive have been positively received by all components. Within 
DHS, the nature of headquarters functions and their interaction 
with components remains a question. Historically, the func-
tion and size of DHS headquarters elements have changed 
substantially with each change in administration, leading to 
major disruptions in how the Department is managed and 
making it difficult to build on lessons learned and institutionalize 
best practices over time. The group expressed concern some 
initiatives that work well and drive progress could be “lost in the 
transition.” 

“FEMA knows their job isn’t a federal responsi-
bility—it’s a state and local responsibility with 
federal coordination, and they also hold people 
accountable.”

One participant, when asked ‘what is working well?’ responded 
simply, “FEMA.” As part of the discussion, the focus group iden-
tified what was working well at FEMA, especially in contrast to 
that agency in the days following Hurricane Katrina in 2005, 
was a best practice that is replicable across the enterprise if 
driven by DHS Management. FEMA’s leadership team is com-
mitted to changing the culture of the agency from the top-down. 
The group also said accountability goes a long way to creating 
responsiveness and agility, but increased accountability should 
go hand in hand with increased autonomy or, at a minimum, an 
increased ability to make necessary changes at the component 
level. 

MANAGEMENT OF THE HOMELAND SECURITY ENTERPRISE
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The group noted there has never really been a baseline 
assessment or reconciliation of management authorities pos-
sessed by the legacy agencies since the Homeland Security 
Act of 2002. As a result, different components take different 
approaches to core management functions—such as personnel 
and procurement—making it more difficult to coordinate and 
integrate management across the Department. One potential 
solution they offered was to re-establish the Senior Manage-
ment Council (SMC), which was a coordinating council of 
headquarters and component management officials throughout 

DHS. In many areas, a reconvened SMC could take correc-
tive actions to better coordinate resources and workforce to 
address the issues facing the larger enterprise. The group 
also indicated, while it makes sense for a Secretary and a new 
administration to put their mark on management, a lot of prog-
ress is lost when new administrations enter and immediately 
halt progress on existing programs. As one member indicated, 
“the ‘time out’ can be devastating.”

In speaking to programs not achieving their intended out-
comes or need to improve, the group cited the continued lack 
of access to high quality budget and program performance 
data sets necessary to inform management decisions. This is 
a product of entities viewing data collection and management 
through an agency-specific lens rather than being mission-cen-
tric, the overall lack of quality information resulting from unclear 
and inconsistent data definitions, and entities being protective 
of information and not sharing it across the enterprise. Partici-
pants also cited the need to examine current acquisitions direc-
tives, including the DHS Management Directive 102, to identify 
opportunities to streamline processes and address document 
requirement to potentially remove artifacts that provide little 
value to the process.

KEY MANAGEMENT TAKEAWAYS:
• Overall, management 

continues to evolve and 
improve. Examples of best 
practices in management 
exist across the enterprise. 
The overall enterprise 
will benefit by identifying, 
assessing, and replicat-
ing these practices more 
broadly.

• The DHS Joint Require-
ments Council established 
as part of the Unity of Effort 
initiative is a best prac-
tice that should continue 
through the next administra-
tion. 

• The next administration can 
continue current manage-
ment momentum by simply 
not stopping everything 
upon arrival while conduct-
ing preliminary program 
reviews.

• Access to high quality 
budget and program perfor-
mance data sets is neces-
sary to inform management 
decisions.
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As each of our focus groups discussed, the HSE is comprised 
of many entities and organizations across the public and 
private sectors. Industry plays multiple roles in supporting 
homeland security missions. The private sector owns and oper-
ates the substantial components of critical infrastructure, and 
thus is a key partner in ensuring security and resilience. As an 
integral member of communities nationwide, industry partici-
pates in community preparedness and response and recovery 
efforts, both to take care of its own employees who live in those 
communities and to provide goods and services necessary to 
the wellbeing of the community as a whole. The industrial base 
directly support homeland security missions by providing tech-
nology solutions and equipment, services, and critical expertise 
to agencies across the HSE. The Homeland Security Industrial 
Base representatives participated in our Industry Focus Group, 
providing insights on how industry and government can more 
effectively work together to achieve homeland security mission 
objectives. 

Industry contributes innovation, thought leadership, and 
organizational facilitation to the HSE. Industry can be a source 
of creativity, expertise, experience, and best practices that can 
supplement agency perspectives and bring added insights and 
capabilities to help accomplish the mission. The industrial base 
can also be an important source of continuity and institutional 
knowledge. Industry brings long-term experience based on 
working with multiple agencies to bear on specific problems, 
thus broadening the expertise and tool sets available to gov-
ernment leaders. 

“There is a need to develop a sense of com-
munity and purpose both vertically and 
horizontally.”

When asked what is working well, the Industry Focus Group 
participants cited DHS’s move toward better transparency 
and dialogue with industry as positive actions to continue. In 
addition, the group noted the Unity of Effort initiative and the 
reestablishment of the Joint Requirements Council as a “step in 
the right direction” to mature and streamline requirements. The 
maturing requirements process allows for stronger collabora-
tion and coordination among organizations, and the focus of 
breaking down stove pipes needs to carry on through the new 
administration. 

INDUSTRY INSIGHTS
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Our focus group participants were then asked to identify pro-
grams that may not be achieving their intended purpose. Con-
cern was voiced over mission coordination mechanisms and 
how to better coordinate operations across the components 
and among agencies. Several participants did acknowledge 
that DHS, in particular, has increased its emphasis on break-
ing down component stovepipes to support a mission-centric 
approach. Suggestions to continue this and expand it across 
the enterprise included cross-training and developmental 
assignments in partner agencies to increase emerging lead-
ers’ exposure to the overall HSE and contrasting processes, 
systems, and priorities. 

KEY INDUSTRY TAKEAWAYS:
• Focus group participants 

consider industry to be part 
of the HSE with a role in 
supporting both manage-
ment functions and mission 
operations.

• Communication with 
industry has improved and 
continues to better align 
requirements with services 
and support innovation.

• Government and industry 
participants see the need to 
be more focused on mission 
coordination mechanisms, 
developing a sense of com-
munity and purpose both 

vertically and horizontally 
and evolving from being a 
reactive posture enterprise 
to a proactive culture.
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As it did in its first year, our 20/20 Project continues to find that 
leaders across the HSE identify both signs of growing maturity 
and remaining hurdles in mission execution and management. 
Their insights form a narrative that reflects the vast and diverse 
nature of the homeland security missions, the extensive web of 
partners beyond DHS with a role in this vital task, and the need 
for greater coordination both at the policy level and in the field 
to move toward a mission-centric operating model.

At the center of the HSE and those missions is DHS. In many 
ways DHS remains a collection of long-serving agencies with 
storied histories, established cultures, and ways of doing busi-
ness. The operational coordination mechanisms needed to 
drive effective coordination of missions among DHS compo-
nents and across the broader enterprise are still evolving. 
Progress is being made, but much work remains to bring the 
enterprise to fully optimize efficient and effective operations.

CONCLUSION
The new administration will bring its own leadership and priori-
ties to the HSE. Our survey participants described a strong 
and maturing foundation for the new administration to build on, 
including numerous examples of mission and management 
programs they believe should continue. One of the core mes-
sages is all mission areas will benefit from better coordination 
that puts mission, not organization, at the center of the operat-
ing model. Doing so requires greater emphasis on intra- and 
interagency coordination and communication, supported by 
enhanced governance at multiple layers to enable strong col-
laboration in the field. 

Management and mission support challenges continue to 
exist and impact the mission, especially within personnel and 
procurement. Acknowledging these ongoing challenges, there 
has been progress. Within DHS, the Unity of Effort initiative has 
taken hold with best practices such as the Joint Requirements 
Council frequently cited as a program that should continue to 
mature and streamline management functions. Beyond Unity 
of Effort, there exist numerous examples of management best 
practices across the HSE that can be examined and replicated 
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to support strong management and operations. To support both 
management and mission, a strong industrial base stands at 
the ready to provide services, thought leadership, innovation, 
institutional knowledge, and continuity to the HSE through and 
beyond the transition.

The new administration must meet organizational, human capi-
tal, and acquisition process challenges head-on. The input we 
received from the focus groups, interviews, and online survey 
cannot alone provide the recommendations to address those 
outstanding issues. But the perspectives both government and 
industry leaders have shared, make a valuable contribution by 
providing important reflections and the foundation of a needed 
ongoing dialogue among those who are essential participants 
in the HSE. Most importantly, 

• How can incoming leadership build on positive results of 
the current DHS Secretary’s Unity of Effort initiative to 
continue progress towards a more integrated and effective 
mission-centric enterprise? 

• Will a “mission-centric” operating model, rather than 
agency-by-agency approach, be sustainable or will other 
priorities take their place? 

• Can the HSE enable greater coordination to streamline mis-
sion operations? 

• Protecting the homeland requires personnel with the right 
mix of skills and capabilities. How will the new administra-
tion address hiring and retention of top talent?  

• Tapping into the best of the private sector and external 
support requires a high functioning procurement operation. 
How will better engagement of the industrial base enable 
innovation and the best solutions to dynamic challenges?

These questions, and more, necessitate further dialogue 
with the new administration. The five-year 20/20 Project, will 
continue to probe leaders in and throughout the enterprise, 
and examine these and other vital questions and challenges in 
greater depth. 
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Charleston County Sheriff’s Office

City of Charleston Police 
Department

DHS Office of Intelligence and 
Analysis

DHS Science and Technology 
Directorate

Federal Emergency Management 
Agency

Federal Law Enforcement Training 
Centers

Intelligence Community Members

Office of Management and Budget

National Protection and Programs 
Directorate 

South Carolina Law Enforcement 
Division

Transportation Security 
Administration

U.S. Citizenship and Immigration 
Services

U.S. Coast Guard

U.S. Customs and Border 
Protection

U.S. Department of Homeland 
Security Headquarters

U.S. Department of Justice

U.S. Department of State

U.S. Immigration and Customs 
Enforcement

U.S. Secret Service
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